“Kabir’s book provides extraordinary and multifaceted resources
for novice and experienced administrators. A personal favorite,

this is one of the best Linux administration books available.”
— Elizabeth Zinkann, Contributing Editor/Review Columnist, Sys Admin Magazine
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Preface

Welcome to Red Hat Linux 7 Server. Thanks to Red Hat, Linux has been gaining
attention everywhere for the past few years. Now Linux is on the radar screen of
virtually all IT professionals around the globe. Even commercial operating system
giants have felt the impact of Linux. Once an operating system for the hobbyist,
Linux has matured over the years and has become a serious server platform candi-
date for the world of IT. Those of us who keep our eyes and ears open for the new
and rising stars in this field know that Linux is on a roll.

With the help of a world of Linux developers, Red Hat has helped this open
source star take center stage in the server arena. All major vendors of hardware and
software have started to show great interest in Linux; interestingly, some movers
and shakers of the computer industry have even invested in and partnered with Red
Hat Linux. Yes, finally they get it.

Is This Book for You?

There are many Linux- and Red Hat Linux-specific books for you to choose from.
Some are good, and some are not so good. Many are focused on Linux as a personal
operating system and discuss the details of how you can use Linux on your desktop
computer. Some cover both Linux as a workstation and server platform and leave
out important details. I wrote this book to help those who are interested in building
a Linux server. In this book, you will find practical information about how you can
manage users, disk quotas, processes, and networks, as well as how to set up a DNS
server, an SMTP/POP3 e-mail server, a Web server, an FTP server, an NFS server, a
Samba-based file and print server, an IRC server, a SQL server, and more. You will
learn to enhance server and network security by using various tools and techniques
and also learn to custom-compile the Linux kernel to fine-tune your server for
higher performance.

Although there are many Linux distributions, the Red Hat Linux distribution has
become my favorite. Therefore, it makes perfect sense to write this book using Red
Hat Linux. Red Hat has done a wonderful job of giving Linux the professional look
it needed to win the admiration of IT professionals worldwide.

This is not a book about how to use Linux as a desktop operating system. It is
about the serious job of keeping your organization’s server up and running with
one of the technological marvels of this millennium. The book assumes no prior
knowledge of Linux or any other UNIX or UNIX-like operating systems. However,
it does assume that you enjoy having a stable server operating system that can run
month after month without even a single reboot. Interested? Welcome aboard.

X




Preface

How This Book Is Organized

I have organized the book into eight parts.

Part 1: Getting Started

Part I is all about getting started with Red Hat Linux. The idea behind this part is
to get your Red Hat Linux server installed and running. Because Red Hat Linux
really shines in the installation area, you are likely to accomplish this goal in a very
short time.

Part 11: Working as a Superuser

Because you are reading this book, I assume you are also the superuser (administra-
tor) of your Red Hat Linux server. In Part II, I discuss various details of the bootup
and shutdown processes of Red Hat Linux server. I also explain the details of files
and directory permissions, which is a must-know topic for any serious system
administrator. Finally, the section provides a concise, everyday command reference
for those who are new to Red Hat Linux. The command reference is likely to help
you more than the typical man pages because it includes numerous examples.

Part 111: Managing Users, Processes, and Networks

Part Il deals with user administration, process management, and TCP/IP network
basics and configuration. The chapter on user administration deals with user and
group account management and how to implement disk quotas. You will find a chap-
ter dedicated to process management that helps you learn about how processes are
created, how to send signals to a running process, how to control process priority,
how to monitor processes using various utilities, how to automate process execution
via the cron facility, and how to log information from processes by using the syslog
facility. The network administration chapter deals with basics of TCP/IP networking,
how to classify IP networks, how to configure your server's network interfaces, how
to create subnets, and so on.

Part 1V: Setting Up Intranet/Internet Services

Part IV is the most important part of this book. It covers the common network services
in great detail.

The Domain Name Service (DNS) chapter shows you how DNS works, how to con-
figure BIND as a DNS server, how to perform load balancing using DNS, and so on.

The e-mail service chapter shows you how Simple Mail Transport Protocol (SMTP)
mail service works, how to set up DNS for SMTP mail service, how to configure send-
mail for SMTP mail service, and how to enable anti-spam measures. It also shows you
how to set up a Post Office Protocol 3 (POP3) mail server and clients.
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The Web service chapter shows how you can compile, configure, and install the
famous Apache Web server for CGI scripts, Server Side Includes (SSI), virtual hosts,
Proxy service, secure transactions, and so on. From my experience, I know that
Web service is one of the primary reasons many decide to use Red Hat Linux; there-
fore, I have specially prepared this chapter to provide you with all the information
you need to create an elegant Web solution.

The FTP service chapter shows you how to configure wu-ftpd File Transfer
Protocol (FTP) server for standard, anonymous, and guest FTP services. The in-depth
coverage of this widely used FTP server provides you with valuable configuration
options that enhance security and also provide a custom look and feel for your FTP
users.

Finally, this part ends with a discussion on Internet Relay Chat (IRC) server and
USENET news server. Although Internet Service Providers typically run news
servers, private IRC servers are becoming very popular. A private IRC server can be
a great resource for hosting company conferences over the Internet.

Part V: Setting Up Office Services

In Part V, you learn to use Linux in a office (LAN) environment.

The Samba service chapter shows you how to configure your Red Hat Linux
server as a file and print server for the Windows computers in your LAN. You also
learn to use Samba to access files and printers on other Windows computers.

The chapter on Network File System (NFS) shows you how to configure Red Hat
Linux as an NFS server, which can provide mountable filesystems over the network.
This chapter also introduces you to the rdist tool, which allows you to distribute
files to other computers.

The last chapter in Part V shows you how to run MySQL, a SQL database server,
on your Red Hat Linux server. It also provides useful examples of how you can cre-
ate and access simple databases by using Perl scripts that run as both command-
line scripts and CGI scripts.

Part VI: Securing and Monitoring

In Part VI, you learn various techniques for securing your Red Hat Linux server. The
chapter on server security discusses issues such as shadow passwords, Pluggable
Authentication Modules (PAMs), file/directory integrity checking tools, TCP wrapper,
COPS, and so on.

The chapter on network security discusses issues such as use of nonroutable IP
addresses for security purposes, masquerading IP addresses, packet filtering fire-
‘walls, proxy servers, and SATAN for monitoring network security holes.

Part VII: Tuning for Performance

Part VII deals with building custom kernels and designing large-scale, multi-server
networks. The chapter on hacking the kernel discusses kernel compilation issues,
and the chapter on the multi-server Web network discusses a real-world example of




Contents at a Glance

Prefaceid \Ouaie . Sk o108 B AR Sl aBadie s vy ix
Acknowledgments. .. .......coiiieiiiinnn xiii
Part 1 Getting Started
Chapter 1 Why Red'Hat LIDUX? s« s'e v oo vevosvoiosssoeo 3
Chapter 2 Installation and Basic Configuration. ........... 13
Part 11 Working as a Superuser
Chapter 3 The Bootup and Shutdown Processes ........... 37
Chapter 4 Understanding UNIX Files and Devices.......... 59
Chapter 5 Everviday Commantss = s it o, . ettt 77
Part 1M Managing Users, Processes, and Networks
Chapter 6 LU G R D ()3 S A R B P e 141
Chapter 7 IS A I ST A0S e e e . o0 ere o 4uain 'o oid s 157
Chapter 8 Process AdminiStration. . . v-civ o /oo cioie s o 00 snie 181
Chapter 9 Network AdminiStration. . ..« s «siv oo s o0 s o0l 203
Part IV Setting Up Intranet/Internet Services
Chapter 10 D S S s s e i T rars win suarce Sare 233
Chapter 11 L el e oy e AP 263
Chapter 12 e LR L g R A e S R R 305
Chapter 13 L R (s s e e N R e 401
Chapter 14 Internet Relay Chat and News Servers ......... 431
Part V Setting Up Office Services
Chapter 15  Sharing Files and Printers with Samba. . . . . . . . . 455
Chapter 16 UsinpsNES [Bile Servers: . . .. .. ..o vivs cnnnts 483
Chapter 17 SOE Database Services., . ... .. o oioivois s ionn 495



Part VI Securing and Monitoring

Chapter 18 Security ‘TOLMSN « « F f o c VRt RENCIIEE Rt 521

Chapter 19 Network Security. . . S o e o R per oo eyt e 563

Part VII Tuning for Performance

Chapter 20 HackingtheKernel. . .........c.cc000vcaee. 589

Chapter 21 Building a Multiserver Web Network .......... 619

Chapter 22 Configuring the X Windows System........... 655

Chapter 23 Using the X Window System . ............... 681

Part V11 Appendixes

Appendix A Linux'Resources, A6k <o it et goRicl i eitaretis 697

Appendix B What'sonthe CD-ROM ............ccc0ueen 703
Index. . . .. i St R R ol aateZe oletls 705
GNU General Public License . . . ....... ... 730

CD-ROM Installation Instructions. . ........... 738




Contents xvii
Contents
Preface. . v v, oo ORI RO R L ix
Acknowledgments. <otk B heileadml - . xiii
Part 1 Getting Started
Chapter 1 Why Red Hat Linux? . e Suat oo, . 3
The History of Linux: ; . 5 « oo . SRIHIEE ORI . 1 3
Other Major Linux Distributions. .. .................... 4
Caldera OpenLinux. . ... S i et 5
Slackware Linux. . < o s e e B 5
Debian GNUJLIDUX. : ..o oer e oarori ettt SO SRR S 6
SUSE ......ou.. 20000 Ne Re NN 0L N S 6
Other Linux distributions o e s 7
Why Red Hat Is the Bestoe® o wr i s s . ... 8
Red Hat Linux as a'Server 0SSt Soassasey. . .. 9
How to Get Red'Hat Linux'it £00J SIeraminte . . . 11
Chapter 2 Installation and Basic Configuration .............. 13
Checking Your Hardware Requirements . ............... 13
Preparing to Install Red/Hat Linux:. & el S ot o 15
Creating a boot disk under MS Windows 9x/2000. ............ 17
Creating ‘a2 'boot diskunder Einurx S o S e 17
Installing'Red Hat Lipux! o @S s Jossenmne ad. .. .. 18
Understanding how the install program works. . ... ........... 19
Selecting a language, a keyboard, and an installation method. . . . 19
Choosing an installation type:| S . S I T 19
Partitioning your: disks 0 o e Rt = 20
Selecting LILO installation options. . . ...........c.cuu..... 26
Naming your server & i o R o 28
Selecting mouse type. . .. N . . 28
Configuring the clock. i o R e s a e 28
Setting a o0t PasSWOId . o et s 29
Creating an optional user accourt 8 S . . 30
Configuring user authentication method .................... 30
Selecting software to/install i AN I Sas R, 30
Skipping X Windows System specifc configuration............ 32
Creating‘a custom'boot disk. st L o eemy 32

Starting up Red Hat Linux for the firsttime. ................. 33




Xviii Contents

Part 11 Working as a Superuser
Chapter 3 The Bootup and Shutdown Processes.............. 37
Configuring init . . ....cococniviecrecnoccceneeannn 40
The /etc/rc.d/rc.sysinit SCAPE . . .. vvvvvenieennn e enen 44
The /etc/rc.d/init.d directory. . . . ..o cvovevnenneerannennn 44
The /etc/re.d/IC SCTIPt. « v« v e v ve v e s srnnenassanenans 45
The /etc/rc.d/rc[0-6].d directories. . .. ....coveeeveernenenn. 48
The Jetc/re.d/rcdocal SCHPt. . oo vvv v ennerasencecenennnns 49
The Jetc/re.d/re.serial SCHPt « .o v v veevnnnenenernncncannnn 49
Booting Up Your System. . .. ........ccoeeeeeennennn.. 50
Shutting Down Your System. . .........c.couiviecnnnn.. 50
Canceling a shutdown ........ccoveveeeincncnrocnoncasns 51
Rebooting yOUr SeIVer . .......cvueeeeecnrensansaennennns 51
Rebooting using Ctrl+Alt+Delete . . .. ........ocivunnena. ... 52
Automatic shutdown on power failure. ..................... 53
A A I T RIS e R e e o s B BTN it s 6 o e o 53
Using chkconfig to managerunlevels ..................... 53
Using ntsysv to managerunlevels......................... 55
Using linuxconf to managerunlevels...................... 56
Creating a new service forarunlevel ...................... 56
Chapter 4 Understanding UNIX Files and Devices ............ 59
Understanding File/Directory Permissions .............. 59
Changing ownership of files/directories using chown .......... 61
Changing group of files/directories using chgrp. .............. 61
Understanding access permissions using octal numbers. .. ...... 62
Understanding access permissions using access strings . ........ 64
Changing access privileges of files/directories using chmod .. ... 65
Special notes on directory permissions. .. ................... 66
Managing Permissions for Links. . .................... 66
Changing permissions or ownership of a hard link ............ 67
Changing permissions or ownership of a soft link . ............ 67
Creating a Permission Policy for a Multiuser Server. .. . ... 68
Setting users’ configuration file permissions ................. 68
Setting default file permissions forusers .................... 69
Setting executable file permissions. ... ..................... 70
Setting default file permissions for FTP ..................... 70
Working with Files and Directories. . .................. 72
Viewing Gles andidiertonles:, o s ion sswvsscim e ot o 72
Navigating your way into directories. ...................... 72
Determining fleAYPestsie: s inei v aiie S e oms 560 n oo 72
Viewing the access statistics of a file or directory ............. 72
Copying files and dIRectOMen:? couni | ..o 0 vhornc v odlie oas s e 73

Moving fles and OireaEIes s Tt = e e R 73



Contents

XiX

Chapter 5

Deléting Files and Directoriesfind Lo Sudvminttah Sk - .. .« 74
BINAIEIIES .« oy vo vk vogmio smiee arn Sen N e 74
Overriding the default file permission mask. ................. 74
Using ext2 FileSystem-Specific Permissions. . ........... 75
Everyday COMMANGS: .iiiiic sipsttuiiin Coits wgmtih o hts s 77
Understanding the UNIX Command Line ............... 77
Basics of WIACATAS. .. cvcc o v viae a0 o shsiete o AETAIARREIRER., o o e 78
Basics{ofixegular eXpressions .t e alit ey et 79
How to.Use Onlineiman Pages; A St . -« - . 81
General File and Directory Commands................. 82
L 10 O O O b o I RO o e 6 0 s Gk 83
chmod ; . oo o o RN o S S N 83
ChOWIL .. .5 i viahain sparnin MR R i ey S A RO i P g 84
L (e Sl L S P B A A B & BB A el 85
N O O R AU O DL D1 ) -0 T B e S A 41 5 5 (o0 PRSIy 85
CP o7 e ninieioiiaiorn) ais o fotnivzeoriols oisrelatonelsPotiokssateoiois o R T ol e oo o el 86
e S TS0 D0 A 8 A G S O AT AE s - XA Bt 86
QR <00 o ot b ieanes e it b e e I G 87
QU o 5 R L e e R 89
CINRACS.. s cp oo s lotis s v /o ln i ¥ehuisToistoerslots alorrioinlokerots (sle ol I RaRN s v s o el 89
141 5 1B S e i e s 0 BTG S0 80 OGRS - 5 & - bad o 91
] A O MIA N 6 B 2 i 0 B 0 0 & e & s B vl 91
11 B ot L i TP 0 A o o s s s o R 91
408 T S0 5 5 O G B o LA S S S B B D AT B 750 5 - ¢ BB O 92
Beads e i R T o e Tt e RS Uit Y 93
Is ote o 0o vy nimansolTotiinne, o EARSSE LN DM el i L SRR 0 93
e 5 e 0 U 4 (PO DA B S AR ING 5.0 0 & (oo i 94
1s94
110 1) ST IRRE S be Y (2 8 L AR R S A e e e 94
(1) ARSI S 1) O 3 YOS O (L0800 o A P U TS € Vs e o B3 G eSO 95
4 L R 515 5 O O D 51 & s B ) (VO T BBV R o 0 ) By o e 95
)7 [+ RPN |\ e, o 0 0 SIS A0 o TR C B AT O 0 O APTIR 95
3 R -5 N XTI 4 IO VT A L 105 (A Y 0 B 5 1 = 3 (S 96
L10) ¢ RSO S B I 10 A Y S8 A B0 B ot BB G 5 B o o £ 0 e s 97
SEALS S veia s nim ars et S O e (il ARM ety o AR s & CA 98
SEINES, oot b ain Rl Falat L VORIV RS SR i ram i) Ry ot 98
L] B s e S 3 3 I 6 O v S ORISR o . 1 & Iy e 98
(017 (o (AT SRR ARG o (500 0 A 36 (3 8 61 G B By RO T o0 13 R R 99
UMASK .« 5 ave oo a s aature S M e o e B Mty o i L | 99
11 PEISRE SIS R S 70 & G 20 B0 8 A S0 s I VEROIAO R~ & 0 B 99
R s s s 2 13757 i I S B o v O Rt 5 b g o D 5 100
WO G\ tatetvis 9hoinksiohal S1okshu i fobu ier eifsUhN Aot foy o 12 0o S RCR SR, 10 S0 102
WHARIS. . & oo s B b tatra it v r e SRS o0, At (L 102
7 (e o SR o e 1y & Sl e S ey s T r O s 103




Contents

File Compression and Archive-Specific Commands . ... .. 103

COMPIESS + v vvvvnirvasnnsnssanansenss % RO T el a0 104
FURRID o L RERRERIER G WA R RS b0 va 104
PRI s PR TR R s Fars A P A AT R o a0 104
pm, ST o T LT D T A Jasa st SR . AR 105
L) B T T R ORI Rt e R SR R S A 106
uncompress. . . . . . bR e R Ay v e 107
UDZID i vess TR T~ S S R T U S R RO 107
L Lo LT O o B o o S ORI R AR 108
UUCDCOAE it RN RARE & A TR SR GVl uiaty s s aals s w s wo s oo 108
) s o GO RSSO O TIDACR O N o U 108
File Systems — Specific Commands . . .........covvvenn 109
b R S0 e RS e T A BT 109
e T o G R o Ay e et 5 R 109
CAQUOtATE STk TRRTa et s Cisialbisis s ©F oais raiasvive s R s oisre o s 110
PATOXTDAL S ¢ < s Sthe s At S8 Wb ¥ 0 1o 88 87870 mie 4o ie AW s s0e v 110
TN A e O O G S ORI OGIOL RO ROl T AR 110
S RIS i St O o Y D T O L e RO S TR 111
Y0 S e T S T L T I G RS 111
TOOUDUEIC v eEiaa s va e x5 Awtiin'(e fuy v afobaiviy Suvila s v ia siurus NOTRVRIS T n /e aie o 0 111
Y S T i T o D R e I o e Tt o C SR 112
LT TE T i ) o RS A o o G D O S RO R T 112
WD QLTI s R T ST i er or (¢ I teYa e o leferhse o o0 570 s FoTE 10 0.0 000 112
SWAPOILS ¢« /e v/slakois ciotn sleinivivismnialats v oiw wisieie sia s isle alsve'sie s's s v's 112
N OUIIICE 2 a0 S v aiao e V1= 19 i sSakexhAI Ve s & 10 6w la s b S 0 a s s 0 s u s 112
DOS-Compatible Commands. ..............oovuuennn 113
ICODYoter ake tev ot oial uretun ons tate vhutey sFetarnto) ato ot ieins L0st VT Fats o s 4000 0 113
A S G 00 20 O B S O O B 8 D O R CO% R 113
T A S GG ftr SO G EIT0 SRR ARt S . R 114
O TV B SR S R A O R OOt T RO Tt | AU 114
TR b G oG T R L G O e B O O G e 114
System Status — Specific Commands. ................. 114
T e AT S e ) D i o D DA oo o 0, S DR T s s S 114
e i 1y SO0 500 SO A ORI S D AN D e 115
AT I i oot oty B o s T DB o R o A 115
WAL C £ 5015 15 rv s0lo)io) -7 akuite SOERL 70, 7014} w8 n L wide" a7n 0 n nie niadole e lble w b'0 e & 116
T TS 80 0 Sy b O A O R O T o 116
User Administration Commands ..................... 116
ol Vs WP A, 2 S5 G i R O T Y O T gy e 116
(T RSP 0 0 o o S e e O TR R . 116
T T (s USRI 5 oy G e Oy S B T R s Tk SR 117
(T o T T R o 5 T 0t S (e GO A DS T AR 117

ETOUPS o 70 s vis7675 o 70 SEvkekaiotnka Wivtaratatiors ors)/sle o) el stsTnss PTG ‘o o inis v:s 117



Contents XXi
lastiis. AW SE AR v e SRR Sl 117
DA S e e T 0 i e L e s 117
G R e 5o S i o AR S e R e SRS B gk ORI 118
uSeradd SRR T S TRING, s e e 118
I e S R e R o 1 B IOK 118
USETIOAE o A Rt v o Lo it b kb ot A B TS ety 118
WHO (v Sanilla s B Lt i 118
whoami. (.. » SRR i N e SR e PR 119
User Commands for Accessing Network Services ........ 119
1117 AP SR W I e O 1 o i (o e 1A i o O 119
BP0« v e R TR SR .t e 119
IymX il s T e vvis o S e s e et rer e e 0 120
mail ool i s kb n et S e e . . 121
01 (S SRS PR o s PSR e T A e K S v, o Gy ST 121
HogIn e R R s i S R e e o 121
L || {010 > (S DB A 5 LD s R 122
LS ) 4 00 e, O U T A B O S B A s 122
Walldi oo don i SRR G R T a  ibs e B 123
Network Administrator’s Commands. ................. 123
host . . .o S8 n S SRR e o SRR el o, S 123
hostname . . < i e cojeisprionn ot SoR R el O SO SN e 123
ifconfig /oot it e S i A R ey 123
netefg. . o R s s R R e S 124
1 1] ] NI B SIS S 2 £ oo Y o L e CEe O 124
nslookup: . . . i 3N R TR . T, 125
PINE oo vie s aaionn s i B T S R R S s 126
1) L 08 00 GO0 00 6 s L 1 o o L B 0 Do s C O T 127
L0y 1[0 U VS 15 G 90 G100 5950 = - o) i b s i B s 2 S o 128
L0 o < g0 LU S I S e S oo 0 ) = e S v 15 e 129
Process Management Commands . ................... 130
bE. .. ... vl ki ek et ARG SN s ol aaly 130
fE . e T e R R T e R A L e 131
JODS, o ¢ v unis's 5 simoiennininsisioinin vs TR | 131
Kl . .o s s R N R R R e 131
killall . .. oovoh cRaions o PSR I R T 131
R BT SR R SO0 03 5.5 3 T (ATt 0 0 = i (0 05 b IS 131
(1) R 000 30 M0 C D e 0 A =0 S0 SO R 131
Task Automation Commands ....................... 131
: | AN P PP 0 5t Y P = 13 (s (31 = v 28 S0 0o T £ 8 SRR Ly 132
L L) R N0 5 0 0 sy A6 N e e O S0y O G 132
ATMNG « oo R e e R e e R R S S et s e oo 132




